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Post.Office MD5 Message-Digest RSA Data Security, Inc.
(1991 92 )

"RSA Data Security, Inc. MD5 Message-Digest

"RSA Data
Security, Inc. MD5 Message-Digest
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(1992 94 )
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E-mail

[ )

e MIME

[ )

[ )

[ )

[ )

Post.Office E-mail
E-mail
Post.Office E-mail

1.1. E-mail

E-mail

E-mail
E-mail
E-mail

111 E-mail
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E-mail

E-mail

E-mail
E-mail

1.1.2

E-mail 2
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1.1.3

E-mail

E-mail

1-1
To: Jane D.
From: John S.
Subject: Toga contract termination
Date: July 27, 1994
Jane,
Toga
3:30
John
1-1
E-mail
“To Jane”
E-mail
=agreement
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1.1.4

E-mail

ASCII

4

ASCII

4

E-mail

E-mail

E-mail

E-mail

E-mail
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E-mail

MIME
E-mail
E-mail SMTP Simple Mail Transfer Protocol
MIME
MIME
E-mail
MIME E-mail
E-mail MIME
MIME
1.2 E-mail
E-mail

E-mail

E-mail

1-2

1-2 E-mail

E-mail
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MIME

1.2.1

E-mail

E-mail

E-mail

1.2.2

14

UNIX
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Post Office Protocol POP

E-mail

POP
POP
1-3
] >
» <
1-3
POP
1.3 E-mail
Post.Office
1.3.1 E-mail
E-mail E-mail
E-mail
© Software.com, Inc. 1994-1998 7



E-mail

E-mail

Post.Office  sendmail

1-4
sendmail Post.Office
1-4 pine Eudora
Post.Office  sendmail
E-mail
E-mail 1
1
Software.com
Software.com
2

Eudora pine
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E-mail

1-5
1. User to client sender creates message
2. Client to server message forwarded
3. Server to server message forwarded
4. Server to client message forwarded
5. Client to user recipient reads message
1-5 E-mail

3
1-5 3
E-mail
1-6

Hello this is Computerl mail client or mail server
>>> Hello this is Computer2 mail server

I want to send you a message from Bob

>>> 0K

I1t’s for Jane

>>> 0K

Here’s the message, ending with our secret handshake
>>> 0K

Data, data, ... data, secret handshake

>>> Message received

Good-bye.

>>> Good-bye.

1-6

1.3.4

Simple Mail Transfer Protocol SMTP
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1-7

Hello? Anyone there?

>>> Hi, this is your mail server

This is Jane

>>> Jane, your mailbox has 2 new messages
Give me the first one

>>> Data, data, data... secret handshake
Give me the second one
>>> Data, data, data... secret handshake

Thanks, 1 got them. Good-bye
>>>You"re welcome, Good-bye

1-7 2
2
E-mail
2
E-mail 1
! Post OfficeProtocol Version3 POP3

10 © Software.com, Inc. 1994-1998



E-mail

E-mail

1.4

DNS Domain Name System

X.400 DNS
1-8

DNS

E-mail

DNS

A Sample X.400 Address:
/PN=SMITHJ/0=0RG/PRMD=COMPANY/ADMD=TELCOM/C=US

A Sample DNS Address:

Jane.Doe@Software.com

1-8 X.400 DNS
X.400 DNS

1.4.1 DNS Domain Name System

DNS

sparky.software.com

© Software.com, Inc. 1994-1998
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[198.17.234.1]

IP DNS IP
DNS
sparky.software.com : sparky software com
sparky.software.com DNS
com software sparky
DNS
sparky.software.com DNS
com °  software
software com
software 1 sparky
com software
software.com sparky
DNS
sparky Jane To:
To Jane@sparky.software.com
sales support
software sales
sparky
sparky.sales._software.com
sparky Jane

Jane@sparky.sales.software.com

12

E-mail
Jane@software.com
software.com Jane
software.com com
DNS
E-mail
8 IP  Internet Protocol
° ="gov" ="edu" ="mil"
="net" ="org" 2 "ca' "us'
“jp"
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Jane@Software.com E-mail
software.com
DNS
software.com

DNS

sparky
sparky

Jane@Software.com sparky.software.com

1.4.2

Jane Doe

Sales@Software.com
Jane.Doe@Software.com
Jane@Software.com

Jane.Dough@Software.com

1.4.3

DNS
E-mail
10
computer3!computer2!computerl!recipient

computer3
computerl recipient

10 UUCP (Unix to Unix copy

© Software.com, Inc. 1994-1998

computer2

DNS

E-mail

151
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1.5

E-mail

E-mail TCP/IP

11

SMTP Simple Mail Transfer Protocol
UUCP UNIX-to-UNIX Copy Protocol

UNIX
0S| Open Systems Interconnection X.400
TCP/IP
X.400 SMTP X.400 LAN
E-mail SMTP
E-mail
E-mail
15
E-mail
E-mail
LDAP
" TCPIP

TCP/IP  Transfer Control Protocol/Internet Protocol

14 © Software.com, Inc. 1994-1998



E-mail
1.6.1

DNS

E-mail

Jane.Doe@software.com

Jane Doe
Jane.doe@Software.com

525 State Street 525

Santa Barbara, CA 93101 93101
USA

Tel 805 882-2470

What do you call a thousand developers 1,000
at the bottom of the sea...? write to
me if you want to know the answer

1-9 Software.com Jane

Software.com Jane Doe Jane

1.6.2 LDAP

LDAP Lightweight Directory Access Protocol
X.500 X.500
1988
X.400 2

LDAP X.500 X.500
LDAP

© Software.com, Inc. 1994-1998 15



1.7

1.7.1

12

To: People-who-love-money@freecash.net
From:FreeCash, Inc.
Subject: FREE MONEY!!!

Dear Friend —
Would you like to have free money? Yes?! Then call us now!

FreeCash, Inc. has just patented an AMAZING new form of LEGALLY
generating FREE MONEY! You can take advantage of this INCREDIBLE new
service by simply calling our TOLL FREE * phone number, which will
get you in touch with our WORLD FAMOUS FINANCIAL EXPERTS! They will
MAKE YOU RICH!

* only $19.95 per quarter minute! Wow!

1-10 18

12

SPAM Hormel Foods
Corporation

1 Make Money Fast MMF MMF

16 © Software.com, Inc. 1994-1998


mailto:People-who-love-money@freecash.net

E-mail

14

To:
To:people-who-love-money @freecash.net

BCC
From: FreeCash, Inc
Usenet
ISP
ISP
ISP
1 1
1800 ISP

14
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ISP

\g—" | 182

1.7.2

141
sendmail Post.Office
1-11 Pine
Pine sendmail

DNS

18 © Software.com, Inc. 1994-1998



50

50

E-mail

—

1-12

50

© Software.com, Inc. 1994-1998
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SMTP SMTP

1-12 50
1-6 SMTP

Hello this is Computerl mail client
>>> Hello this is the mail server on Computer?2
I want to send you a message from Sir Spamalot

>>> 0K

It’s for these 500,000 people: list of names

>>> 0K

Here’s the message, ending with our secret handshake
>>> 0K

Data, data, ... data, secret handshake

>>> Message received

Good-bye.

>>> Good-bye. I°m off to deliver this message to everybody ...

1-13 SMTP

SMTP

1.7.3 Denail of Service Attacks

25

SMTP

20 © Software.com, Inc. 1994-1998



E-mail

Hello this is Computerl denial of service attack program
>>> Hello this is the mail server on Computer?2
I have nothing for you to do right now
>>> 0K
Tell me again who you are
>>> 1’m the mail server on Computer2
I have nothing for you to do right now
>>> 0K
Tell me again who you are
>>> 1’m the mail server on Computer2
I have nothing for you to do right now
>>> 0K
and so on

1-14

SMTP
FTP

15

SMTP NO Operation NOOP
HELO

© Software.com, Inc. 1994-1998
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2
Post.Office

Post.Office

Post.Office

e Post.Office

e Post.Office
e Post.Office

Post.Office
Post.Office

Post.Office

2.1 Post.Office

Post.Office
Post.Office
Post.Office

2.1.1

E-mail

Post.Office

Post.Office
1 E-mail

Post.Office

16
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-mail

Post.Office

E-mail
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UNIX

24

Post.Office
Post.Office
e POP 3

UNIX

e UNIX

Post.Office

Post.Office

E-mail
E-mail
E-mail
E-mail
Post.Office
UNIX E-mail
Post.Office
UNIX E-mail
1
1
POP 3
E-mail
Post.Office 3
sales@
O O
O O
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Post.Office
Post.Office
Post.Office

Post.Office  E-mail
Web

. E-mail

Post.Office

Post.Office
4

2.1.2

Post.Office

Post.Office
Post.Office
Post.Office

© Software.com, Inc. 1994-1998

Web

Post.Office
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26

Web Post.Office

Majordomo

Post.Office Majordomo

Post.Office
Post.Office
Post.Office
1
Post.Office
Post.Office
. Post.Office

Post. Office  E-mail

© Software.com, Inc. 1994-1998



2.1.3
/7 Post.Office
4
. Post.Office  root
Post.Office Post.Office
E-mail
. Post.Office
Post.Office
DNS
. Post.Office
. Post.Office E-mail
4 7
2.1.4
Post.Office
Post.Office
Transfer Protocol SMTP
w Post.Office
Post.Office E-mail

© Software.com, Inc. 1994-1998

Post.Office

Post.Office

Post.Office

17

root

Post.Office

Simple Mail

27



2.1.5

2.1.6

2.1.7

2.1.8

28

Post.Office SMTP SMTP
UUCP UUCP
4
Post.Office E-mail WWW World Wide Web
Post.Office
Post.Office
Web E-mail
Post.Office
E-mail
Post.Office
Post.Office
Post.Office Post.Office
Post.Office
Post.Office SolarisV.2. SUN Windows NT
Post.Office E-mail
Post.Office
E-mail
Post.Office

Post.Office  E-mail
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2.1.9 sendmall

Post.Office

|.| Post.Office SMTP UNIX
sendmail Post.Office
UNIX| sendmail sendmail
11 Post.Office
sendmail UNIX
postmail Post.Office NT
11
2.2 Post.Office
Post.Office E-mail
E-mail
Post.Office E-mail
Post.Office
Post.Office E-mail
Post.Office
Post.Office
2.2.1
E-mail
E-mail
E-mail
1
E-mail

18
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E-mail

Post.Office
[ )
e E-mail
[ ]
[ )
[ )
[ )
[ ]
[ )
E-mail
Post.Office
Post.Office
sendmail.cf
E-mail

E-mail

30
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2.2.2 Post.Office

Post.Office

Post.Office

E-mail

E-mail

E-mail

Post.Office

E-mail
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I/ Post.Office
Post.Office

2.2.3 Post.Office

Post.Office

Post.Office

Post.Office

32

Post.Office

E-mail

E-mail

Post.Office
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Post.Office

2.3 Post.Office

Post.Office
Post.Office
A
Post.Office
2-1 Post.Office MTA POP
MTA
Post.Office
Post.Office
ju
y
MTA
MTA -
MTA e
4—
-—
2-1  Post.Office
Post.Office
Post.Office
2.3.1
Post.Office
Windows NT UNIX 19
E-mail 20
1 Post.Office
0 E-mall
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E-mail

e SMTP E-mail 25 MTA
e WWW World Wide Web
Web
80 81
8080

e POP 110 POP

. 79

e Eudora 106
2.3.2 MTA

MTA Mail Transport Agent =

Post.Office 3
Post.Office
A
2.3.3
Post.Office
Post.Office 1
Post.Office
I Post.Office
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2.3.4 Post.Office

Post.Office

Post.Office
Post.Office
WWW 4
E-mail
E-mail
E-mail WWW
2.3.5 POP
POP
POP3
2.3.6
E-mail
" Jane.Doe@Software.com"
2.3.7
Eudora POP 3
Post.Office
Post.Office FAQ
2.3.8
Post.Office
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Post.Office
A

Post.Office
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3

Web

Web Post.Office
e Web
e Post.Office
e Web
[ )
[ )
Web Post.Office
Post.Office  Web
Post.Offce E-mail
Post.Office
Post.Office
Post.Office
ﬂ . Post.Office
Post.Office  “ ”
3.1.1
Post.Office URL Web
URL
E-mail
Web Post.Office
Post.Office Web
Post.Office
Web
Post.Office 35
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3.1.2

38

Web Post.Office
E-mail

IrAILEr REE ETW Vel Communiosor)  uJLTiH)

Bty R ST

¥
ll-'lﬁ o
—— Fogt Office wd 53 redeare 727
A= TUIR Abbepviated frenge nombar; S-0LTOLISTOOWAS
Tl

P TS [ 1l - P b AL S R R T RIS LT
Sl 2R S Pz ERRWE A AL T IR S 2L TEEE Y, -
LS A BT — L P A b L P S B 7 S A TSIzl &0
HEE Ay AL LA,

E=mail FFL A:

[poataastes®zur och, softwarre. con

A-LTFROHPOPIEIE LT —F:

|sdbaddnadn

e |

JE A T L U F e . Wb Ry —=aIZA A kol
RASG AR B A Lol 1 g - A Ay
B AR T

G Boftware.com, Inc. 1923=19203. All nghts reserved

(L8 T T e s ey

= =i [FEFa - T, = [ T 2 e e

3-1

[ 10 ]
Post.Office E-mail

Post.Office

Post.Office Post.Office
E-mail
Post.Office [ ]
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3.1.3
Post.Office
administrator
Post.Office
E-mail
post mast er @ost . domai n 2
3.14
Post.Office
Post.Office

2 host.donain
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Web

NT  UNIX
UNIX root NT
E-mail
E-mail
Post.Office
E-mail
E-mail
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3.2

Post.Office
W& (13 7 (13 7 2

3.2.1

1[ 11 1 4

3-2
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Web

50
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50
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3.2.2

E-mail
Post.Office  Web

34

FIAN R TR pF S
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I
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I
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[ i
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3-4
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Web

Post.Office 32
[ 11
|l | ]
Post.Office  Web Web
Post.Office 1E5 41E3 3-4
1BE3
{RE3 2

3.4

Post.Office

Post.Office
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4-2
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<Bill._.Smith@host.domain> <Smith@newhost.newdomain>
Jane Doe Software.com D.C.
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<Jane.Doe@Software.com> <jd@whitehouse.gov>
<jane.doe@sparky.software.com> <jd@whitehouse.gov>
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<jd@software.com> <jd@whitehouse.gov>
SMTP
delete
2

<Jane.Doe@Software.com> <delete>
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<jd@software.com> <jd@whitehouse.gov>
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4.4.2
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software.com
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@msmail.com
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DNS

2 uucp.gateway.host uucP
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Post.Office Post.Office
SMTP-Accept:ConnectionRefused

19970425164342-0700: SMTP-Accept:ConnectionRefused:[123.45.6.78]

IP Post.Office
IP
Post.Office
E-mail
Post.Office
E-mail
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free-money!@freecash.com
Post.Office SMTP-Accept: SenderBlocked
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[10.3.91.11]:<joe@junkmail_net>:3
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Post.Office

Post.Office

Post.Office

promos.com
freecash.com
hostl.someisp.net
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Post.Office

incredible-offer
john._doe

incredible-offer@junkmailer.com
incredible-offer@megamailer.com
incredible-offer@supermailer.com

Jjohn._doe@megapromo.com
john_doe@friendlyisp.net

Post.Office

Post.Office SMTP-Accept: SenderBlocked

© Software.com, Inc. 1994-1998



19970425164317-0700:SMTP-Accept:SenderBlocked:
[10.3.91.11]:<incredible-offer@junkmailer.com>:30000
incredible-offer
Post.Office
30000

4.7

FrAALE ERE BT el Communmate (Dl JlCRH

|

SRTFANTF—FRINFA—F
imz 8| ek |

DAF LN =T AT AR
OFICERT L5534 7T b F o R e BT o
e ®ouei
WMo ADRE AR R AT AT
== kB i)
TR RE RN Ay A
kB (1]
T 2o e T R PO = A BT 0 o 2
= ke[l

Rl R R R e
im si—tzk M
By b= R
& g0 0 o

[ == | |

|

4-9 1/2

Post.Office

DNS

Received
Post.Office

© Software.com, Inc. 1994-1998 69



Post.Office

Post.Office
KB

Post.Office

SMTP

Post.Office

KB

Post.Office
Post.Office
2
Post.Office
1
Mailbox-Deliver

64 1,000,000KB

This Message was undeliverable due to the following reason:

Your message is lager than the destination computer is willing

to accept, so it was returned. The error message below indicates the
size of your message and the maximum size allowed by receiving
E-mail system. You may be able to split your message into several
smaller pieces and have them deliverd separately.

Size of this message: 116683 bytes

Server maximum size: 65536 bytes
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UNIX
/var/mail /var/spool/mail
-f
UNIX -d
/usr/bin/mail -f george@xyz.org -d root
i
6 Post.Office
N UNIX UNIX
Post.Office
root
UNIX root root
root ID root
ID ID
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. Post.Office

Post.Office
. Post.Office

Post.Office

Post.Office
Post.Office

Post.Office

Post.Office

Post.Office

Post.Office

Post.Office
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3
. Post.Office
. Post.Office
e Web Post.Office WWW Post.Office Web
Post.Office

e E-malil E-mail

Post.Office

E-mail

configuration@host.domain
accounts@host.domain
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Post.Office E-mail

e Post.Office
[ )
. Web
) E-mail
Post.Office “E-mail ”
E-mail
E-mail
Post.Office

8
[ )
e E-mail SMTP

E-mail
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[ )
POP3 UNIX
UNIX

. POP3
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Post.Office

51.1
Post.Office
3 3
2
Post.Office
Post.Office
Post.Office
Post.Office
1
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Post.Office

Post.Office
25
Post.Office
Post.Office
E-mail
E-mail
accounts@[IP.address] E-mail
57
Post.Office E-mail
configuration@[1P.address]
E-mail 4
E-mail
error-handler@[IP.address]
E-mail 8
list-manager@host.domain E-mail
7
POP3
all-mailboxes@host.domain
E-mail
E-mail
list.manager
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Post.Office

Post.Office

Post.Office Post.Office

.john_doe@software.com

social .committee@software.com

Post.Office

7

---Post.Office

Post.Office

532
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5.1.2

User"s-Real-Name:
Internet-Address:
From-Address-Rewrite:

Finger-Information:

[Jane G. Doe]

[Jane .Doe@Software.com]
[Jane.Doe@rome.software.cof]
[comment]

[Software.com, Inc]
[525 Anacapa Street]

[Santa Barbara, CA 93101]
[Office: 805-882-2470]

To: Jim.Jones@ABX.org
From: Jane.Doe@Software.com (Jane G. Doe)
Subject: New mail system

5-1

User"s-Real -Name:
Internet-Address:
From-Address-Rewrite:

Finger-Information:

[Jane G. Doe] =————————

[Jane.Doe@Software.com]
[Jane .Doe@rome.software.com]
[comment]

[Software.com, Inc]
[525 Anacapa Street]
[Santa Barbara, CA 93101]
[Office: 805-882-2470]

—»

rome> finger jane@software.com

—\\\ [software.com]
Account Name: Jane G. Doe

Email Address: Jane.Doe@Software.com

Software.com, Inc.
525 Anacapa Street
Santa Barbara, CA 93101
Office: (805) 882-2470.

rome>

5-2

5.1.3
/7 Post.Office
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e Web

. E-mail
Post.Office 6
IR
IP
IP
Web
Web
IP
:spar ky. sal es. sof t ware. com IP :10.2.111.30
DNS IP
DNS
:sof t war e. com IP 4
0 IP 0
none
1.
2. none
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sparky.software.com
math.ucsb.edu
128.123.45.0

sparky.software.com
complex.math.ucsb.edu
128.123.45.22
128.123.45.67
128.123.45.82

fido.software.com
laser.ece.ucsb.edu
128.123.46.22
128.124.45.67

DNS

\1’1‘.
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5.3

Web

539
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From: 0
From:
. Jane Doe

. Doe, Jane
From:
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From: From:
/POP3
Post.Office  Web
E-mail
POP3
Jane Doe TenSany1?
ﬂ NT
\—" Lock
543
NT NT
NT /POP3
NT IPOP3
NT 1
NT
. NT
Post.Office POP3
/ /POP3 NT
NT
NT domain¥username
:sales¥joe
o, ! Post.Office NT
D ot T
o

NT
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1. NT
Post.Office
NT %
2. Post.Office Post.Office NT Post.Office
Post.Office
NT Post.Office
FAQ
3.
Post.Office Post.Office  MTA
Post.Office perl NT
\ﬂ | NT POP3 NT
Post.Office NT
support@software.com Post.Office
FAQ
World Wide Web
http ftp URL

http://www.software.com/post.office

http://home.someisp.net/john_doe.html

Post.Office

\}l.

% NT
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http://www.software.com/post.oofice

5.3.2 E-malil

E-mail
[ ” E_mail
From:
Post.Office SMTP @
: *@
Nn | *@software.com
software.com
E-mail
SMTP
E-mail
john_doe@software.com
Jjohn_doe@sparky.software.com
Jdoe@software.com
Jjon.dough@software.com
From:
From: E-mail
From: E-mail
From:
< From:
"Jane Doe'" <Jane.Doe@Software.com>
0

From:
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Jane.Doe@Software.com (Jane Doe)
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5.3.3

4
27
POP3
POP3 POP3
POP
A
Z a z 0 9
. POP E-mail POP
\n,' POP
E-mail
POP3
“ ” POP3
POP3
: POP3
POP3
POP3
1
27 1
51.1
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5.3.4

POP3 Web ne
513
POP3
P
POP3 Web
51.3
Web E-mail POP3
POP3
54.3
4
E-mail
535
Post.Office
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employees@software.com

employees-springfield@software.com
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5.3.6

511

MIME

© Software.com, Inc.

Post.Office
1
1
-request owner-
majordomo  listproc listserv
list. manager
Precedence:  sendmail Auto-forwarded:
To: CC.

1994-1998

X-400

Post.Office
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5.3.7

5.3.8

Web

28

24

NP
POP3

E-mail
E-mail

28 1

114
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Your-Name: [Susie Queue]
Internet-Addresses: [susie.queue@software.com]
[susie.queue@sparky.software.com]
Finger-Information: 1
WWw E-mail
Web: http://sparky.software.com:81
E-mail: E-mail
<Accounts@sparky.software.com>
Information
To: Accounts@sparky.software.com
Subject: Information
Information
E-mail
5-10
Post.Office

Post.Office  E-mail

Software.com Web
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5.3.9

http://www.software.com

Post.Office
First Last
First M. Last
Last , First

/POP3
29
/
NT
NT

116

29

Lock

/POP3
Post.Office  NT

NT
NT
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E-mail

john_doe@software.com
Jdoe@software.com
Johnd@software.com
doe@software.com

From: From:
From:
POP3
POP FLast
UNIX
/T POP3 Web np

:software.com

411

NP
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5-12
5.6
2 5-14
7
\—’ 7
uilD
Post.Office ulD
ulD 11
{1E3
54.3
POP3
Web E-mail POP3
5-14
POP
POP
Web E-mail POP3
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5.5

5.5.1

Post.Office
Post.Office

Post.Office
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5.5.2
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5.7

E-mail

Post.Office

POP3

all-mai lboxes@host.domain

Post.Office
POP3

5.8

Post.Office E-mail

E-mail
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o NT

e UNIX
Post.Office POP3 UNIX
Program Delivery
POP3
Post.Office
6.1.1
Post.Office Post.Office
E-mail
Post.Office

Post.Office

Post.Office
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6.1.2 “

6.1.3 “

132

STDIN

1
UNIX
NT
7
NT UNIX
NT
UNIX
6.3.1
sh csh UNIX perl tclsh
7
Post.Office

L1
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NT “ ”  trusted Post.Office
C:¥win32app¥Post.Office¥trusted

U N I X [ 7

6.3.2

6.1.4
Post.Office
Post.Office
NT 3
POP3
NT

6.2.4
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6.2.1

Post.Office NT
Post.Office Post.Office NT Post.Office
[ )
[ )
NT
Post.Office  FAQ
Post.Office
Post.Office  MTA
6.2.2
NT

NT

Post.Office¥working

C:¥win32app¥Post.Office¥trusted

113 E1]

C:¥win32app¥Post.O0ffice¥working

NT
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NT
NT
NT
domain¥username . sales¥joe
o~ 1 NT UNIX
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E-mail Web
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NT

NT

6.2.4 NT
NT
1
GUI
2. C C++
3. SIDIN
EOF End-Of-File
4. 0
STDOUT
printfQ STDOUT
5.
6. NT
Administrators: Full Control (All)
PO Service Account: Read (RX)
SYSTEM Read (RX)
NT C
pdarchiv
/* pdarchiv - Post.Office NT
136

STDIN
gets 1 1
0
STDOUT
C:¥temp
*/

© Software.com, Inc. 1994-1998



#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <string.h>
#include <windows.h>

void main(int argc, char *argv[])
{

char szLineBuf[1024];

FILE *out;

time_t rawtime;

char szTime[32];

HANDLE lock;

/* */
while (1)
{

/* */

lock = CreateFile("'C:¥¥temp¥¥archiv.loc",
GENERIC_READ, O, NULL, OPEN_ALWAYS,
FILE_ATTRIBUTE_NORMAL, NULL);

/*
*/
if (lock == INVALID_HANDLE_VALUE)
{
printf('sleep¥n™);
/*
*/
Sleep(1000);
continue;
3
/* else */
break;
¥
/* */
out = fopen(“'c:¥¥temp¥¥archive.txt", "a+");
/* */
time(&rawtime);
strcpy(szTime, ctime(&rawtime));
szTime[strlen(szTime)-1] = "¥0";
/* */
fprintf(out, "---- START NEW MESSAGE --- %s ------ ¥n", szTime);
/* STDIN
*/
while (1)
{
/* 1 */
if (gets(szLineBuf) == NULL)
break;
/* */
fprintf(out, "%s¥n", szLineBuf);
3
/* 1 */
fprintf(out, "¥n");
/* pdarchiv

*/
fclose(out);
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/* */
CloseHandle(lock);
exit(0);
0
Post.Office
STDOUT
UNIX NT
NT
UNIX
UNIX NT
2
- »  NO-PROGRAM-DELIVERIES
UNIX
= Post.Office
6.3.1 UNIX 2
Post.Office  UNIX 2
1
1
root
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Post.Office

1
perl tclsh “
Post.Office
e TZ AGENT
e Post.Office
setuid(2) Post.Office
e Post.Office
/tmp
° 31
o~ 7 /bin/sh
. Post.Offce
[ ]
UNIX
UNIX
o $ 7~ & ()] ;< > CRLF 12
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root

Post.Office

execve(2)

UNIX
UNIX

Post.Office
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bin sys adm

/ bi n/ sh
e TZ PATH AGENT
e Post.Office

setuid(2)
e Post.Office
/tmp
[ )
. Post.Offce
[ )
6.3.2
UNIX
root
Post.Office
/local/ “

/trusted/

root
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root
root

letc/shells

Post.Office root

/bin/sh

Post.Office

setuid-root

/opt/Post.Office

Post.Office
root

© Software.com, Inc. 1994-1998



root 2

“ ? NO-PROGRAM-DELIVERIES

cd /opt/Post._Office/trusted
rm NO-PROGRAM-DELIVERIES

ID root

ID
cd /opt/Post._Office/local
chmod u+s Program-Deliver
Post.Office “
“ “ mail-filter
“« » 1
cd /opt/Post.Office/trusted
In -s /usr/bin/mail-filter mail-filter
sh tclsh perl “

sh csh ksh
letc/shells

1 1 /etc/shells
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6 1
letc/shells

% cat /etc/shells
/bin/csh

/bin/ksh
/bin/tcsh
/usr/bin/csh
/usr/bin/ksh
/usr/bin/tcsh

%

letc/shells MAI L/ ANY/ SHELL

Post.Office FTP

/etc/shells

% cat /etc/shells
/bin/ksh
/usr/bin/ksh
/MAIL/ANY/SHELL/
%

Post.Office
UNIX
Post.Office UNIX root
root root
root ID ID
root ID ID UNIX

UNIX
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cd /opt/Post.Office/trusted
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Post.Office

. Post.Office

Post.Office

E-mail

7.1

BBS USENET
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TV

MegaHuge, Inc.
all@megahuge .com
7.1.1
Post.Office
E-mail
E-mail E-mail
4
Post.Office
Web Post.Office
1
1

[ ]

[ ]

[ ]

[ ]

. E-mail

Web
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E-mail E-mail

E-mail

E-mail

32

Post.Office E-mail

2 E-mail
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Web

E-mail
E-mail
[ ]
[ ]
[ ]
. E-mail
[ ]
Web
7.10.2
Post.Office E-mail Web
Web
e Post.Office
[ ]
[ ]
[ ]
[ ]
Web
7.10.1 E-mail
E-mail
. E-mail
Post.Office
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Post.Office  * ? ” Web

e Post.Office
[ )
[ )
[ )
E-mail
. E-mail
. E-mail
Post.Office
33
7.10.3
7.1.2
A ! Post.Office 1
00 1
L 1 1
Post.Office 1
Post.Office
Post.Office

33

733
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. CPU

e Post.Office
Post.Office 1
Post.Office
4
1.
2.
3.
4 1 3
4
1:
Post.Office
. KB Post.Office
KB
o 1 1
o 1 KB 1
KB

Post.Office
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23

2.

o 1
o1

100KBx 100

KB

) 2
[ )
o1
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NT
100
KB 100KB
1
100
1
10,000KB

100

CPU

500 E-mall

100

100KB
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. :100
. KB :100KB
o 1 :100
o 1 KB :10,000KB
[ ]
1
10MB
1 1
1
7

10MBx 7 =70MB

70MB Post.Office
1 1
70MBx 100 =7000MB
1 7GB
2 2
7GBx 2 =14GB
14GB
Post.Office
1.
2.
70MB
1 1

3.
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2

70MB
MB

[ ]
. 1
[ ]
[ ]

1

UNIX
NT

3 30,000

© Software.com, Inc. 1994-1998

100

14.4KB

30,000
Post.Office
CPU

100
10
2
Post.Office
Post.Office 30,000
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7.1.3
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Post.Office

YES YES
YES— NO—
1
YES— NO—
NO— YES—
NO YES—
1
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NO YES
NO YES
YES— YES
Post.Office
NO YES
NO YES—
YES— YES—
POP3 POP3
NO— YES—

1
NO— YES—
NO— YES—
NO YES
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7.3.1 E-mail
E-mail E-mail

E-mail
35

employees

employees@host.domain

1
E-mail
E-mail %
-request

employees@host.domain

employees-request@host.domain
*  Post.Office 1

74.3
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E-mail

owner-
37
employees@host.domain
owner-employees@host.domain
Wm
Post.Office
To:
38
To: surfing@software.com
To: surfing: jane.doe@software.com, joe.smith@software.com,
s owner-listname listname-request
Post.Office
38
2
7.3.6
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7.3.3

Post.Office

Post.Office

megahuge .com
dough-main.net
rover.software.com

3
E-mail
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Post.Office Web

E-mail

E-mail

subscribe
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unsubscribe add delete

E-mail

Post.Office Web

© Software.com, Inc. 1994-1998
167



FrAME) BRE R Vvl Conmncseis) A
A=A EF VT 11T A— 5

el L e s Py
el = (R I ETR R

A —U Al e A
subacr ibers j m

BAEE 3 DERE:
EEEAOEP L —: [WabbE-mad =] [T
F L—poitim T

o~ iy i [
T @i p-ailm

I~ oA - -

- [
EaE—F: L
Ll T
LRl Lo F
% kI 2

A3 A PR e — e [

Iﬂ:-l-.-

EET S P EREE TS
T Foang

=

Al
[Fa 0k T, _w—”ﬂ: - 4

7-6 417

7.3.4

7.7

168 © Software.com, Inc. 1994-1998



7.3.5

E-mail

5
E-mail
none
subscribers
IP
E-mail
E-mail Web
Web E-mail
Web
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7.3.6
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E-mail 2
Post.Office Web E-mail
E-mail
Post.Office
E-mail
0
0
Post.Office
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E-mail 1
1
1 1
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[ ]
0
1
3
Tuesday tue
am./p.m. am/pm 12 24
5
mon 5 pm
mon 5 p.m.
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daily weekly
daily
0 weekly
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© Software.com, Inc. 1994-1998

E-mail

E-mail

80

E-mail

Web

Web

E-mail

173



THAMD BN BT Pl Comeieel) | L)

. .. =
EEA R T qln
WHnT+ak
|—-: A=Al RA =0 HUAT (- o L
=
[ e
A = U AR G R SIS ;ILU
‘unrubzcribe EETICRELT
bazebal | -raguast@®zoftears. conlc 2L E T, ;I
#HA-DREA T3l
AT
Feapiv-To bagsbal lésofimars con ;I [
4 |
F - FaE S dsmm L
(UL R =R o] Taerr o
ﬁ‘lnl."Tn ;I 11}
=
IE BASTDH WSy &
prafic sobject: ~ [Basaball]—>" ;I D:I
L |
). |
o == | [F=-Cik ET, e T T e
7-8 6/7
7.3.8
E-mail E-mail
174 © Software.com, Inc. 1994-1998




To constitution@software.com
From tjeffers@software.com
Subject Preamble

constitution-request @Goftware. com
E-mail

owner - constitution@oftware.com

3

E-mail

Reply-To:
RFC-821

Reply-To: surfing@software.com
X-Mai ling-List-Manager: Post.Office

X-
X-

RFC-821
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Reply-To:

Reply-To:

prefix
Subject

Prefix Subject: “[Surf list]”
Suffix Subject: “-(Cycling list)”

Subject: [Surf list] go this weekend?
Subject: go this weekend?-(Cycling list)
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listname@host.domain
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owner-listname@host.domain

Listname
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E-mail

7.4.2 -

7-10

E-mail

E-mail

Post.Office
E-mail 1

182 © Software.com, Inc. 1994-1998



SMTP  E-mail

Listname@host.domain
Listname-list@host.domain
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Post.Office

-request

Post.Office

owner-

: surfing@sparky.software.com
: surfing@software.com
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7.4.4

/
Post.Office
List-Addresses: surfing@software.com
surfing@sparky.software.com
List-Name: surfing
Remote-Subscriber-Policy: open
Verify-Subscriptions: yes
Verify-Unsubscriptions: no
Moderate-Unsubscriptions: no
Subscriber-Posting-Policy: open
Nonsubscriber-Posting-Policy: closed
Digest-Schedule: daily
URL Web

Http://sparky.software.com/guest/RemotelListSummary/surfing
URL Web

Http://sparky.software.com

7-12

Post.Office  Web
URL
URL
7.10.3 URL
Web
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Post.Office

E-mail
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7.5.3
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7.6.2
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7.10.3

Post.Office

Post.Office
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E-mail
E-mail
URL

http://host.domain/guest/RemoteAvailableLists/listname

Post.Office
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7.11 E-malil

Post.Office Web E-mail
E-mail
Web
44
E-mail
E-mail
E-mail
E-mail
E-mail
E-mail
E-mail
7.11.1
Majordomo
Post.Office  E-mail E-mail “ ”
Web
E-mail
2
2
1

list.manager@host.domain

11

% host.domain
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E-mail

"-request"”

cycling@software.com

cycling-request@software.com

E-mail
Subject
1 1
1
surfing
To: list.manager@sof t war e .com
From: Jjohn_doe@sof t war e..com
Subject:

info surfing

7-30
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To: surfing-request@sof t war e.com

From: john.doe@sof t war e..com

Subject:

info

7-31
E-mail

7-30
list. manager@s of t war e.com

To: john._doe@sof t war e .com

From: list.manager@sof t war e.com
Subject: List Manager response

>>>>info surfing

This is a mailing list for all the gnarley dudes and dudettes at Software.com
who enjoy riding good waves on the beaches of Santa Barbara. We believe strongly
in longboards, margaritas, and E-mail. Surf"s up!

7-32 info

subscribe unsubscribe

To: list.manager@sof t war e.com
From: Jjohn_doe@sof t war e..com
Subject:

subscribe surfing

subscribe mountain_biking
unsubscribe yachting

7-33
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E-mail

E-mail E-mail
E-mail
Post.Office
E-mail
7-32 end nd
Post.Office
7-33 end

To: list.manager@software.com
From: Jjohn_doe@software.com
Subject:

subscribe surfing
subscribe mountain_biking
unsubscribe yachting
end
96%%%%%%
%% ~ ~ %%

cee )
0000*(_)*0000
(805)882-2470
(805)882-2473
(805)555-1076
(805)555-1176

John Doe Jr., Ph.D.
Software.com

525 Anacapa St.

Santa Barbara, CA 93101

x000
FAX

Page
Cell

7-34 end
end
%6%0%%%0%%

%% ~ ~ %%
(@@ )

*******************OOOO*( )*OOOO*********************

E-mail

end
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7.11.2

E-mail
[ ]
list_manager@host.domain listname
46

subscribe listname [address]

[digest]
unsubscribe listname [address]
which
who Listname
info Listname
lists
help E-mail
end

46

© Software.com, Inc. 1994-1998
211



7.11.3

E-mail
[ ]
list.manager@host.domain listname

subscribe [digest] listname

address
unsubscribe listname address
newinfo listname password
mkdigest listname password
set password Password
rejectuser listname address
approvemail listname message#
rejectmail listname message#
end End

E-mail
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Post.Office

1

[ )

e POP3

[ )

Post.Office

E-mail
Post.Office
8.1.1

e Unknown User
Post.Office
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e Unreturnable message

From:

DNS
e Maximum MTA hops exceeded MTA

MTA
Post.Office
e POP mailbox over-quota POP POP3
POP
e Security violations Post.Office  root
Post.Office
sendmail
Post.Office
e Impending mail loop DNS 1
¢ Insufficient permissions Post.Office
Post.Office
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8.1.2

Post.Office
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1
e MTA ] MTA
MTA Post.Office
Unknown User
E-mail
[ )
E-mail
Unknown User
Unknown
User
[ )
Post.Office
Post.Office
. E-mail
Web
Web

8.1.3

Unknown User
Post.Office

help@your.domain
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sendmail

Notification
Unknown User

The mail system on sparky.software.com encountered the following error:
The following destination adresses were unknown (please check
the adresses and re-mail the message):
SMTP <tlPe-oh@software.com>

The original mail envelope addresses are:

User-From: SMTP<jack.flash@software.com>
ReclPient: [<tlPe-oh@software.com>]

The message was submitted on Wed, 5 Mar 1997 12:27:30 -0800
by host [10.2.21.3] [10.2.21.3]

The original message header is below:

8-3  Unknown User

Post.Office
8.14
E-mail
\1) Web Web
8.15
Unknown User Maximum MTA hops MTA
2
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¢ Unreturnable message
e Impending mail loop
e Insufficient permissions

811

Post.Office Message Action Form
Unknown User

The mail system on sparky. software.com encountered the follow ng error
The following destination adresses were unknown (please check
the adresses and re-mail the message):
SMIP <j onn. doee@of t war e. con

Options for this mail message are

Action: [] (Delete, Return, Resubmit)
Post mast er - Password: [] (Required for any action)

The original mail envel ope addresses are

User - From SMIP<typo. mnan@regahuge. con
Recl Pi ent: [<jonn.doee@oftware.conp]

The message was submitted on Tue, 4 Mar 1997 17:48:03 -0800
by host [10.2.101.32] [10.2.101.32]

The origi nal message header is bel ow

8-4  Unknown User

Unknown User

47

a Unknown User 4

4 Unknown User
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Post.Office E-mail
Delete Return Resubmit
3 Action:
[l
E-mail
1
Return Delete Resubmit
1
To: From:

© Software.com, Inc. 1994-1998



8-4 Unknown User

Resubmit

>The mail system on sparky.software.com encountered the following
> error:
>

> The following destination adresses were unknown (please check
the adresses and re-mail the message):
SMTP <jonn.doee@software.com>

Options for this mail message are:

Action: [resubmit] (Delete,Return,Resubmit)
Postmaster-Password: [$ecret] (Required for any action)

The original mail envelope addresses are:

User-From: SMTP<typo.man@megahuge.com>
ReclPient: [<john.doe@software.com>]

VVVVVVVVVVVVYVYV

\%

The message was submitted on Tue, 4 Mar 1997 17:48:03 -0800
by host [10.2.101.32] [10.2.101.32]

The original message header is below:

VVVVYV

8-5 Unknown User Resubmit

\ﬂ ReclPient:

SMTP

@ SMTP Recl Pient:
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>The mail system on sparky.software.com encountered the following
> error:
>

> The following destination adresses were unknown (please check
the adresses and re-mail the message):
SMTP <jonn.doee@software.com>

Options for this mail message are:

Action: [return] (Delete,Return,Resubmit)
Postmaster-Password: [$ecret] (Required for any action)

The original mail envelope addresses are:

User-From: SMTP<typo.man@megahuge.com>
ReclPient: [<jonn.doee@software.com>]

VVVVVVVVVVVVYVYV

\

The message was submitted on Tue, 4 Mar 1997 17:48:03 -0800
by host [10.2.101.32] [10.2.101.32]

VVVVYV

The original message header is below:

8-6  Unknown User Return

Action: Return
jonn.doee@software.com

Action:
delete

@-" : delete
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3 2
RENOTIFICATION

2
1
8.1.5 Web
Web
E-mail
E-mail 1
Post.Office
Web 1 Web
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Web
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Web E-mail

8.2

\El-"

8.2.1

Post.Office

49

Post.Office

Post.Office

Post.Office

SMTP
DNS

226

49

SMTP

MX

Post.Office
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Post.Office 1,000

1,000

8.2.3

823

% Posat.Office
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8.2.2

Post.Office
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30 1,800 2 7,200

. Post.Office
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8.2.3

Post.Office

Post.Office Web

Post.Office
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E-mail

E-mail Web

E-mail
configuration@host.domain

queue

The following is a list of Queued Mail on sparky.software.com

(Note: It may take several minutes for the queue to process or expire for each
host due to the time-out period for attempted contact with unreachable hosts.
Please be patient when using this form. Additional information fol lows the Queued
Mail list):

flakydomain.com: [] (process or expire) - 3 Message(s) queued.
Reason: Couldn®"t establish SMTP connection on port 25

some.other.com: [] (process or expire) - 1 Message(s) queued.
Reason: MX lookup failure

megahuge.com: [] (process or expire) - 189 Message(s) queued.
Reason: Server failed (MAIL)

8-11

Web

[ process expire
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UNIX

IZI UNIX Web E-mail mailq
UNIX
UNIX
5
% mailq
Queued Messages Destination Host
_______ 2 math.ucsb.edu
3 megahuge.com
%
ETRN
ETRN ETRN
Post.Office
mailqg ETRN SMTP
Post.Office SMTP ETRN
PPP SLIP
: ETRN RFC 1985 Post.Office ETRN
\ﬂ QSND
Post.Office
telnet 25 SMTP
ETRN
ETRN
telnet mailq
ETRN
telnet 25
ETRN @
telnet mailqg

220 sparky.software.com ESMTP server (Post.Office v3.5.3 release
1D#0-0U1000L50S10000) ready Sat, 6 Mar 1999 12:42:38 -0800

HELO

250 sparky.software.com

ETRN @math.ucsb.edu

250 Ok

ETRN @megahuge.com

250 Ok

QUIT
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8.3

Post.Office

8.3.1

Post.Office
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8-12 /
Post.Office
0 499
1
ulD ulD
ulD
5
UNIX Post.Office
NT Post.Office administrator
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in Post.Office
2

__size__
__size_lock__

19970227080711159 . AA186@sparky .software.com

2
NT 4.0
& in IS [=l E3
TPVE REE FTOd ALITH
BHl | #iz'] fE3E | EaH | Bt |
] _size_: KB Jpfll 99/08/17 F1% 02:04 A
] _size_lack_ OKE J#{ll  99/08/13 1% 0728 A
[ 1999081 3102758069. 0,849, SKE MS-D. 99/08/13 Fi% 0727 &
[F19990816075645252.081 . 2KE MS-D. 99/08/16 7% 0456 A
1999051 608082041 28881 . 2KE  MS-D. 99/08/16 Fi§ 0508 A
5 (B 745KE 7
8-13
8.3.3
8.3.2
5
POP
Post.Office
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POP3
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8.3.3

Post.Office
Post.Office
1.
2.
3.
2
4,
25MB
4
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MIME

14.4KB

10MB
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&= In

File Edt “iew Help

[Syin & B Al #lel@] o] XE] s
Marne I Size || Modified

] size KB 2/27/97 10:51 &M
] _size_lock__ OKE  2/26/97 10:45 A

199702261 85127354 A4 E3@sparky. software.com | 24 713KB  2/26/97 2:06 PM

1997022708071 1159.42196 0@ parky. software, cam 1B 272797 1207 AM
1199702271 8512741 4 AAA1 SEEsparky. softwars. com 2B 202797 10:51 AM
E 193702280803 22665 A4A41 6@ parky. software. com 1EB 2428797 12:09 Ak

|E ohject(z) |24.1ME v
8-15 NT 4.0
Post.Office “
” Post.Office
POP3
Post.Office
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Post.Office

Post.Office Post.Office
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8.4.2

YYYYMMDDhhmmss 00 23

19970226001320-0800: SMTP-Accept:Connect:[10.2.21.3]

19970226001321-0800:SMTP-Accept:Received:[10.2.21.3]
:19970226081320963 . AAA133@Fido.software.com:6703:0
:<zack.taylor@megahuge.com>:<john.doe@software.com>

19970226001321-0800:SMTP-Accept:Close:[10.2.21.3]:1:1:6569

19970226005947-0800:Mai Ibox-Deliver:19970226085946739.AAA176@sparky .Software.
com:John_Doe

4
1. 1997 2 26 19970226 001320-0800 12 13
Pogt.Office Post.Office
SMTP-Accept:Connect IP
10.2.21.3
2. SMTP-Accept:Received
zack. taylor@megahuge .com John.doe@software.com
3. 1 Post.Office
SMTP-Accept:Close
4. Mai Ibox-Deliver
John_Doe
19970226 sparky.software.com
1
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8.4.3

Post.Office
Post.Office

Post.Office Dispatcher Post.Office
Post.Office

Finger-Server

IP

19951020123456:Finger-Server:[234.56.78.90] : frank
19951020123457 :Finger-Server:host.anywhere.net:[123.45.67.89]:bill

Password-Server

Eudora 106

POP3-Server POP3

Post.Office  POP 6 Login( )
Retrieve( ) Logout( )
3 POP3 Closed NoLogin
Login
IP

<date-time>:POP3-Server:Login:[<client-1P>]:<pop-login>

19971022182344-0800:POP3-Server:Login:[123.45.67.89] :mike
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Failed Login

IP
POP3

<date-time>:POP3-Server:FailedLogin:[<client-1P>]:<pop-login>:< >

19971022182324-0800:POP3-Server:FailedLogin:[13.45.6.9] :mike:BadPassword
19971022182347-800:POP3-Server:FailedLogin:[13.45.6.2]: jdoe:UnknownUser

FailedLogin Unknown User
POP3 BadPassword
AccessDenied
3

51
Retrieve
POP3

IP POP3
Return-Path
<date-time>:POP3-Server: :<pop-login>:< >:<seconds>:<sender>

19971022182345-800:POP3-Server:Retrieve:mike:46390:12:<joe@foo.bar.com>

L ogout

POP3
IP POP3

<date-time>:POP3-Server:Logout:<client-1P>:<pop-login>:<seconds>

19971022182344-0800:POP3-Server:Logout:mike:42

NoL ogin

L poP SystemFailure Post.Office

SystemFailure
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<date-time>:POP3-Server:NoLog :<client-I1P>:<seconds>

19971117182935-0800:POP3-Server:NoLogin:[10.3.83.19]:20

Closed

<date-time>:POP3-Server:Closed:<client-I1P>:<pop-login>:<seconds>

19971117183600-0800:POP3-Server:Closed: 10.3.83.19 :mike:17

SMTP-Accept SMTP

SMTP-Accept Post.Office
13
SMTP
SMTP

Connect

SMTP SMTP
IP

<date-time>:smtp-Accept:Connect: <client-I1P>

19970226001320-0800: SMTP-Accept:Connect:[10.2.21.3]

Close
SMTP
IP
<date-time>:smtp-Accept:C : <client-I1P> :<seconds>

19970226001321-0800:SMTP-Accept:Close:[10.2.21.3]:1:1:6569

Abort

Close

19971118001632-0800: SMTP-Accept:Abort:[10.2.85.88]:11:0:6
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Timeout

Close

19971118001632-0800:SMTP-Accept:Timeout:[10.2.85.88]:602:0:6

Receive

<date-time>:SMTP-Accept:Received: <client-1P> :
<message-id>:<bytes>:<seconds>:
<sender>:<reclPiento> <reclPient> >

19970226001321-0800: SMTP-Accept:Received:[10.2.21.3]:
19970226081320963 .AAA133@Fido.software.com:6703:0:
<zack.taylor@megahuge.com>:<john.doe@software.com>
<jane.doe@software.com>

System
Alert
WIZ DEBUG SMTP
SMTP
IP

<date-time>:SMTP-Accept:Alert: <client-IP> :
<possible-security-risk>

19971118004203-0800:SMTP-Accept:Alert:[10.2.85.88]:
Client issued "WIZ”

19971118003812-0800 SMTP-Accept:Alert:[10.2.85.88]:
Client issued too many bad commands

Connection Refused

IP
P

<date-time>:SMTP-Accept:ConnectoinRefused: <client-1P>
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19970425164342-0700:SMTP-Accept:ConnectionRefused:[12.45.6.78]

SenderBlocked

<date-time>:smtp-Accept:SenderBlocked: <client-IP> :
<sender>:<#-recipients>

19970425164317-0700:SMTP-Accept:SenderBlocked:[10.3.91.11]:
<incredible-offer@junkmailer.com>:1000

RelayDenied
SMTP

<date-time>:smtp-Accept:RelayDenied: <client-IP> :
<sender>:<#-recipients>

19971118005245-0800:SMTP-Accept:RelayDenied:[10.2.85.88]:
<sir.spamalot@junkmailer.com>:30000

Queue Request

“QSND” “ETRN”
IP

<date-time>:SMTP-Accept:QueueRequest:[client-ip]:<domain>

19971118005638-0800:SMTP-Accept:QueRequest:[10.2.1.8]:software.com

Expand EXPN

“EXPN” IP
Expand

<date-time>:SMTP-Accept:Expand: [client-ip]:<address>

19971118011036-0800: SMTP-Accept:Expand:[10.2.1.8] :jdoe@software.com
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mailto:jdoe@software.com

Verify VRFY

E-mail
l‘V RFY 7
IP E-mail

<date-time>:SMTP-Accept:Verify:[client-ip]:<address>

19971118011036-0800:SMTP-Accept:Verify:[10.2.5.8] :<jd@software.com>

WWW-Server WWW

Post.Office
IP

<date-time>:WWW-Server:[client-ip]:<transaction>

19971118005122-0800:WWW-Server:[10.2.85.88]:GET / HTTP/1.0
19971118005131-0800:WWWServer:[10.2.85.88]:POST
/Authentication HTTP/1.0

Account-Handler

<date-time>:Account-Handler:<message-id>

19971118003322-0800:Account-Handler:
19971118083321560.AAA176@zurich.Software.com

Account-Manager

E-mail

Auto Reply-Handler

<date-time>:AutoReply-Handler:<message-id>

19971118013145-0800:AutoReply-Handler:
19971118093141843.AAA200@fido

Configuration-Manager
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E-mail

Error-Handler

E-mail

E-mail
19971118014014-0800:Error-Handler:19971118094012227 .AAA177@Fido

19971118014014-0800:Error-Handler:Error:
Authentication Failed for message:
(19971118094012227 .AAA177@Fido) Reason: Invalid Password.

Post.Office

19971118015018-0800:Error-Handler:19971118095015865 . AAA98@Tido-
Unknown
Function: Error-Handler
Control-Type: Mail
Priority: 2
Submitted-Date: Tue, 18 Nov 1997 01:50:16 -0800
MIME-Encoding: 7BIT
Host-From: [10.2.85.88] [10.2.85.88]
User-From: SMTP<scottm@sparky.software.com>
Message-Size: 1127
MTA-Hops: O
Channel-To: SMTP<john.deo@software.com>
Error: SMTP-Router:UnknownAccounts (WriteUnknownAcct)
Error-Text: SMTP <john.deo@software.com>
Trace: SMTP-Accept
Trace: SMTP-Router

\11’.

List-Exploder
Post.Office

19971118173823:List-Exploder:19971119013820651 . AAA64@sparky
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List-Manager

E-mail

19971118182816:List-Manager:19971119022609687 . AAA141@sparky

Mailbox-Deliver

POP3

<date-time>:Mai lbox-Deliver:<message-id>:<mailbox>, ..

19971118173824-0800:Mai lbox-Deliver:
19971119013823645 .AAA220@spoarky.com:Jane_Doe,John_Doe

831 uib

Program Deliver

Mailbox-Deliver

uib

<date-time>:Program-Deliver:<message-id>:<account-id>, ..

19971118173849-0800:Program-Deliver:19971119013823645.AAA220@z .com:
Jane_Doe,John_Doe

UNIX Deliver UNIX -UNIX

Unix Unix
ulD

<date-time>:Unix-Deliver:<message-id>:<account-id>, ..

19971118173849-0800:Program-Deliver:19971119013823645 .AAA220@z .com:
Jane_Doe,John_Doe

SMTP-Deliver SMTP
SMTP
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SMTP

<date-time>:SMTP-Deliver:<message-id>:
<action>:<bytes>:<hostname>:<sender>:
<recipient>,<recipient>,.>

19970716011333-0700:SMTP-Deliver:19970716081331455_.AAA111@Fido:
Delivered:2019:mail.accordance.com:
<skippy@software.com>,<joe@accordance.com>

19970716012012-0700:SMTP-Deliver:19970716012012 .AAA513@sparky:
Deferred:616:macqieg.com:<jdoe@software.com>:
<scott@maczieg.com>,<chris@maczieg.com>

DNS

19970716011847-0700:SMTP-Deliver:Warning:
MX lookup for foo.com.timed out

19970716011853-0700:SMTP-Deliver:Warning:
MX lookup for bar.com.returned no records

19970716131627-0700:SMTP-Deliver:Warning:
Timed out waiting for SMTP greeting from :207.177.177.11

SMTP-Router SMTP

SMTP

19951020130722: SMTP-Router:19951020200722.AAA1234@f0o0.com

WWW-Server

<date-time>:WWW-Server:List-Created:<listname>

19970306183857-0800:WWW-Server:List-Created:surfing

WWW-Server

<date-time>:WWW-Server:List-Deleted:<listname>
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19970306183836-0800:WWW-Server:List-Deleted:elvis_fans

Post.Office 2 E-mail
WWW-Server Web

<date-time>:List-Manager:User-Subscribed:<listname>:
<subscriber>:<mode>

<date-time>:WWW-Server:User-Subscribed:<listname>:
<subscriber>:<mode>

19970306184040-0800: List-Manager :User-Subscribed: surfing:
<john.doe@software.com>:digest

19970710124120-0700 :WWW-Server :User-Subscribed: archery:
<jane.doe@software.com>:immediate

Post.Office 2
E-mail WWW-Server Web

<date-time>:List-Manager:User-Un ubscribed:<listname>:
<subscriber>:<mode>

<date-time>:WWW-Server:User-Unsubscribed:<listname>:
<subscriber>:<mode>

19970306184040-0800:List-Manager :User-Unsubscribed: surfing:
<john.doe@software.com>:digest

19970710124120-0700:WWW-Server :User-Unsubscribed: archery:
<jane.doe@software.com>:immediate

ULID

19970307000046-0800:List-Scheduler:List-Statistics: league:13:37:12:daily 5
pm
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<date-time>:List-Scheduler:List-Activity-Digest:<listname>:
<message-id>:<bytes>:<#-recipients>

19970306170300-0800:List-Scheduler:List-Activity-Digest:surfing:
<19970307010258708 . AAA95@software.com>:24:39

<date-time>:List-Scheduler:List-Activity-Verbose:
<listname>:<message-id>:<bytes>:
<recipient>,<recipient>,.>

19970306170300-0800:List-Scheduler:List-Activity-Digest-Verbose:
surfing:<19970307010258708 . AAA95@software.com>:24:
<joe.shmo@software.com>,<john.doe@software.com>

<date-time>:List-Exploder:List-Activity-Immediate:<listname>:
<message-id>:<bytes>:<#-recipients>

19970306183651-0800:List-Exploder:List-Activity-Immediate: surfing:
<19970307024224950.AAA364@zurich>:2:39

<date-time>:List-Exploder:List-Activity-Verbose:
<listname>:<message-id>:<bytes>:<recipient>,<recipient>,.>

19970306183651-0800:List-Exploder:List-Activity-Immediate-Verbose:
surfing:<19970307024224950.AAA364@zurich>:2:
<joe.shmo@software.com>,<john.doe@software.com>, ...
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8.4.4

Post.Office 0
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Post.Office

o NT Post.Office poperms

e UNIX Post.Office

9.1

Post.Office

Post.Office

. Post.Office

9.1.1 Post.Office poperms

poperms poperms Post.Office

m "
Post.Office 3.5

poperms
poperms

poperms
POPERMS [-r] [-p]1 [-o] [-11 [-m] [-f]1 [-a]l [-e] [-u | user_name]
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-r
-p Post.Office
-0 Post.Office
-1 Post.Office
-m Post.Office
-f Post.Office
-a Post.Office
-e Everyone
-u Post.Office
user_name
poperms -r ,-p -0 ,-I -m -f -a
1 2 -e,-u,user_name 1
-e Everyone
\ﬂ ) Post.Office
Post.Office
poperms -a -u
I administrator
NT Post.Office
Post.Office 3.5
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9.1.2 Post.Office NT

Post.Office
1. administrator
2. Post.Office

post.officeeMTA
3. Everyone
poperms -a -e -u

4, REGEDT32.EXE

e HKEY_LOCAL_MACHINE¥SOFTWAREXSoftware.com¥Post.Office

Post.OffFicev3.5RegKeyBackup

e HKEY_LOCAL_MACHINE¥SOFTWAREXSoftware.com¥Post. Office¥M TA-Accounts

MTAv3.5RegKeyBackup

Post.Office
Post.Office

Post.Officev3.5configBackup

o Post.Office
Post.Officev3.5execsBackup

[ )
mai IboxBackup

6. poperms
poperms -a -u

7. Post.Office
post.officeeMTA
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9.1.3 Post.Office UNIX

o
Post.Office

UNIX
Solaris
/opt/post.office
/var/spool/post.office Post.Office
Post.Office
/etc/post.office.conf

1. root

2. Post.Office

/opt/post._office/post.office shutdown

o /var/spool/post.office Post.Office
o /var/spool/mailbox
o /etc/post.office.conf
UNIX
Jusr/local/post.office
Ivar/spool/post.office Post.Office
Post.Office

/etc/post.office.conf
1. root

2. Post.Office
/usr/local/post.office/post.office shutdown

o /usr/local/post.office Post.Office
o /var/spool/post.office Post.Office
o /var/spool/mailbox
o /etc/post.office.conf

258 © Software.com, Inc. 1994-1998



9.2

9.2.1 Windows NT
9.1.2 Post.Office
e Post.Office Post_Officev3.5RegKeyBackup
e MTA-Accounts MTAV3.5RegKeyBackup
° Post.Officev3.5configBackup
. Post._Officev3.5execsBackup
. Post.Officev3.5mailboxBackup
1 administrator
2. NT Post.Office
e Setup.exe
o Post.Office
3. Post.Office
Post.Office post.officeeMTA
4, REGEDT32.EXE
Post.Office

e HKEY_LOCAL_MACHINE¥SOFTWAREXSoftware.com¥Post. Office

Post.Officev3.5RegK eyBackup
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Post.Office
Post.Office
o Post.Officev3.5
configBackup
. Post.Officev3.5
mailboxBackup
6. poperms
poperms -a -u
7. Post.Office
post.officeeMTA
9.2.2 UNIX
/etc/post.office.conf
Solaris
9.1.3 Post.Office
¢ Post.Office
[ ]
1. Post.Office Post.Office
</opt>/Post.Office shutdown
2. 2
chown Post.Office mta chgrp
Post.Office mta
UNIX Post.Office FAQ
http://www.software.com
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4. Post.Office for Solaris Version 3.5
5.
Post.Office SCOM-MTA
cd /var/tmp/P035
uncompress
tar xvpf packagename.tar
6. cd
pkgadd -d . SCOM-MTA
“no”
7.
chmod u+s /opt/post.office/local/Program-Deliver
rm /opt/post.office/trusted/NO-PROGRAM-DELIVERIES
6
8. Post.Office
UNIX
9.1.3
¢ Post.Office
o Post.Office
[ ]
[ ]
1. Post.Office
</usr>/local/Post._Office shutdown
2. 3 Post.Office
Post.Office
3. Post.Office

Version 3.5
pkgrm SCOM-MTA

</usr>/local/Post._Office startup
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/opt/post.office/Setup
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261



UNIX
Post.Office

FAQ http://www.software.com
Post.Office
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10.1 Post.Office FAQ

Post.Office Post.Office
FAQ Post.Office Software.com
Software.com Web
http://www.software.com

FAQ Post.Office
Post.Office  FAQ Web ftp
o WWW World Wide Web http://www.software.com
FAQ
o ftp ftp anonymous ftp.software.com
E-mail
FAQ

Post.Office

10.2 Post.Office

Post.Office SMTP
25
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Post.Office

Mail From: Rcpt To: From:
To: Post.Office

10.2.1

10-1 10-2

2. SMTP

4. SMTP

5. From:

10. DNS MX A
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10-1 Post.Office

Post.Office
Mail From:

Post.Office
SMTP Mail From:
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Post.Office IP

@4. : . SMTP

2: SMTP
Mail From: Rcpt To:
SMTP
SMTP @ 1 @
1 XXX@YYY.Zz22
2
SMTP joe
. @
@ 2
Post.Office host.domain
@ 3
. @ @ 1
3
3:
Post.Office Recpt To:
Rcpt To:
4
accordance.com software.com

john.doe@accordance.com

john.doe@software.com
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yes

MAIL FROM:
From:

10-2 Post.Office

10-1
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4: SMTP

Post.Office SMTP
5

SMTP IP Mail
From: SMTP
5 SMTP

5: From:

From:
Post.Office 1 2
Post.Office From:

113 L1

Received
Mail From: Mail
From:

6 Mail
From:
From:
none

Mail From: From:
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Rept To:

A

10

10-3 Post.Office 10-2
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6: SMTP

Rcpt To: SMTP
Rcpt To:
Rcpt To:
7
7
7
Rcpt To: SMTP
Rept To: Post.Office
POP3 UNIX
Rcpt To:
10.2.2
8
8:
Rept To: Post.Office
Rcpt To:
Post.Office
Post.Office
Web
E-mail
Post.Office host.domain
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Rcpt To:

MRT Rcpt To:
MRT MRT

\Ll" : Rcpt To:

msmail .com msmail .com SMTP

msmail.com: [tcp/ip_address_of _msmail_gateway]

msmai l .com

*_msmail.com:[tcp/ip_address_of _msmail_gateway]

*:[tcp/ip_address_of_firewall]
*_*:[tcp/ip_address_of _firewall]

IP Post.Office
10
IP
10
10: IP
Rcpt To:
DNS
Post.Office Post.Office
IP
MX MX
IP MX A
A IP MX
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Post.Office

IP
Post.Office 3.5 2
Web
E-mail
Post.Office
Post.Office
\‘LL NT
sendmail UNIX
UNIX
* @domain
1
Rcpt To:
1 3

272

* @domain

© Software.com, Inc. 1994-1998



Unknown Users

Unknown
Loca Users
Web
E-mail
10.2.2
3
[ )
[ )
3
Rcpt To:
Post.Office
subscribe
A request was posted
to the list.
Post.Office
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info

ﬁ who
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subscribe

Unsubscribe
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o1
o1 KB
\ ﬂ 1 1 KB
8
Post.Office FAQ FAQ Web
http://www.software.com

Post.Office Header Body
Control 3 Header
Body Control

Header Body 1
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Header Body Control

Header Body
Post.Office
/messages
ﬂ : Post.Office
\—" Web /
Control

Spooling directory/deferred/SMTP-Deliver/unavailablehostname

Spooling directory/deferred/Error-Handler

Spooling directory/deferred/Program-Deliver

Spooling directory/deferred/List-Exploder/approval/LUID

Spooling directory/deferred/List-Scheduler/LUID

deferred 1 Control
Control 3
Control Header Body
3 1 2

L‘ Control Header Body
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10.5

Post.Office Software.com
Post.Office
10.5.1 telnet
telnet
SMTP
POP3 SMTP POP
25 110
telnet
Post.Office
telnet 2
e Post.Office
[ )
telnet
NT SMTP telnet
1. telnet
2. host.domain
3. SMTP 25 POP3 110
4,
Post.Office

“220 fido.software.comESMTP server (post.officev3.5.3evaluation license) ready
Tue, 9 Apr 1997 19:16:33 -040"

Post.Office

Post.Office
“jake@osaka.software.com”

1. expnjake@osaka.software.com
2. Enter

250 jake@osaka.software.com (Jake the dog)
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550 Unknown address: <jake@osaka.software.com>

UNIX SMTP telnet
telnet
host.domain
Return
telnet

>telnet osaka.software.com 25
Trying 198.17.234.116 ...
Connected to osaka.software.com.
Escape character is "~]".

220 osaka.software.comESMTP server (post.officev3.5.3evaluation license) ready

Mon, 15 Apr 1997 15:47:54 +0100

Post.Office  MTA 25
telnet

Post.Office
“jake@osaka.software.com”

1.  expnjake@osaka.software.com
2. Return

250 jake@osaka.software.com (Jake the dog)

550 Unknown address: <jake@osaka.software.com>

telnet Post.Office

10.5.2 nslookup

nslookup DNS

DNS
nslookup
Post.Office
DNS
nslookup DOS UNIX
nslookup nslookup
server
nslookup set g=* set type=*
® g=ns
e J=mx
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e g=a

e gJ=soa
e g=ptr
e server
g=ns
“com’”
nslookup com
com com.software.com
>  nslookup
>set g=ns
>com.
>com nameserver = H.ROOT-SERVERS.NET
com nameserver = B.ROOT-SERVERS.NET
com nameserver = C.ROOT-SERVERS.NET
com nameserver = D.ROOT-SERVERS.NET
com nameserver = E_.ROOT-SERVERS.NET
com nameserver = 1.ROOT-SERVERS.NET
com nameserver = F_.ROOT-SERVERS.NET
com nameserver = G.ROOT-SERVERS.NET
com nameserver = A_ROOT-SERVERS.NET
H.ROOT-SERVERS .NET internet address 128.63.2.53
B.ROOT-SERVERS.NET internet address 128.9.0.107
C.ROOT-SERVERS.NET internet address 192.33.4.12
D.ROOT-SERVERS.NET internet address 128.8.10.90

192.203.230.10
192.36.148.17

internet address
internet address

E_ROOT-SERVERS.NET
1 _ROOT-SERVERS .NET

F.ROOT-SERVERS .NET internet address 192.5.5.241
G.ROOT-SERVERS .NET internet address 192.112.36.4
A_ROOT-SERVERS.NET internet address 198.41.0.4
nslookup com
A
IP
gq=mx
host.domain
osaka.software.com IP
hosts
DNS
MX
>set g=mx
>software.com
>software.com preference = 20, mail exchanger = troy.software.com
software.com preference = 30, mail exchanger = smtpl.cerf.net
software.com nameserver = troy.software.com
software.com nameserver = allman.cabrillo.com
software.com nameserver = noc.cerf._net
software.com nameserver = montreal .software.com

troy.software.com internet address = 198.17.234.33
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smtpl.cerf.net internet address = 192.102.249.30
allman.cabrillo.com internet address = 206.29.8.1
noc.cerf.net internet address = 192.153.156.22
montreal .software.com internet address = 198.17.234.110
>

user@software.com troy.software.com
IP 198.17.234.33
troy
192.102.249.30 IP smtpl.cerf.net
mail exchanger
20 30
preference 20
DNS
A
g=a
osaka.software.com
1
IP
host.domain
IP IP
IP host.domain
IP DNS A
A address
nslookup A
set g=a
>set g=a

>troy.software.com

Name: troy.software.com
Address: 198.17.234.33
>

DNS P

g=soa

nslookup g=soa

soa  Source of Authority

>set g=soa
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>software.com

software.com

origin = montreal .software.com

mail addr = bindmaster.software.com

serial = 9604090

refresh = 43200 (12 hours)

retry = 7200 (2 hours)

expire = 1209600 (14 days)

minimum ttl = 43200 (12 hours)

software.com nameserver = montreal .software.com
software.com nameserver = troy.software.com
software.com nameserver = allman.cabrillo.com
software.com nameserver = noc.cerf._net

montreal .software.com internet address = 198.17.234.110

troy.software.com internet address = 198.17.234.33

allman.cabrillo.com internet address = 206.29.8.1

noc.cerf._net internet address = 192.153.156.22

>

g=soa
e Origin—
e Mail addr— @
E-mail bindmaster.software.com
E-mail bindmaster @software.com
e Serial—DNS
2 2 1
2
DNS
DNS
e Refresh— 2
1
o Retry— refresh
1 2 retry
e Expire— 2 refresh
1 expire

e Minimum ttl—minimum ttl Minimum Timeto Live
DNS
DNS

DNS
ttl
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q=ptr

IP host.domain
g=ptr PTR
Pointer
>set g=ptr
>198.17.234.110
110.234.17.198.in-addr.arpa name = montreal.software
234.17.198. IN-ADDR.ARPA nameserver = montreal .software.com
234.17.198. IN-ADDR.ARPA nameserver = troy.software.com
234.17.198. IN-ADDR.ARPA nameserver = noc.cerf.net
234.17.198. IN-ADDR.ARPA nameserver = allman.cabrillo.com
montreal .software.com internet address = 198.17.234.11
troy.software.com internet address = 198.17.234.33
noc.cerf._net internet address = 192.153.156.22
allman.cabrillo.com internet address = 206.29.8.1
>
DNS 13 7
IP “IN-ADDR.ARPA”
DNS 1 IP
f : Software.com
. Web Post.Office
Post.Office Web
host.domain
server
DNS
nslookup  server

> server montreal .software.com

Default Server: montreal.software.com
Address: 198.17.234.110

>
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10.5.3 ping

284

ping

ping

C:¥>ping 198.17.234.116
Pinging osaka.software.com
Reply from 198.17.234.116:
Reply from 198.17.234.116:
Reply from 198.17.234.116:
Reply from 198.17.234.116:
C:¥>

[198.17.234.116] with 32 bytes of data:
bytes=32 time<lOms TTL=32
bytes=32 time<lOms TTL=32
bytes=32 time<lOms TTL=32
bytes=32 time<10Oms TTL=32

32
ping

ping
4
Reply

o |P —
e bytes—
e Time—

10
TTL—

<10

TTL Time to Live
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11

Post.Office

Post.Office
Post.Office
[ )
[ )
e postmail
e Post.Office sendmail
Post.Office
postmail sendmail
postmail 115
sendmail
11.6
11.1.1 Windows NT
NT Administrator
Post.Office
Post.Office
Post.Office Post.Office¥cmdutils

Post.Office¥cmdutils
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PATH

PATH
11.1.2 UNIX
root
Post.Office 52 Post.Office
Post.Office Post.Office¥cmdutils
Post.Office¥cmdutils
PATH
PATH
Post.Office
4 /
Post.Office
Web
Post.Office
getmailboxdir Post.Office
getspooldir Post.Office
11.2.1 getmailboxdir —
getmailboxdir Post.Office
getmailboxdir
52 Post.Office
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11.2.2 getspooldir —

Post.Office

getspooldir Post.Office
getspooldir
Post.Office Post.Office
11.3.1
Post.Office

addacct

Post.Office

changeacct

delacct

getacct

getpopmbox

getuid

uiD

listacct

lockacct

reportusage

unlockacct
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11.3.2

_ SMTP user @host.domain
——Post.Office MTA-Accounts
ulD .acct
11.3.3
—_— Name Web
Ul D——Post.Office
— uiD
uiD

ulD

POP —— POP3 @
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11.3.3

addacct Post.Office
Post.Office

.acct
uiD
John_Doe.acct

Post.Office

changeacct

uiD
John_Doe

(]

Access-Domains: 1
AutoReply-Info: N
AutoReply-Mode: N
Directory-Access 1
Finger-Access: 1
Finger-Info: 1
Forward-Delivery: 1
Handler-Delivery: 1
Home-URL: 1
Local-Delivery: 1
Logon-1d: 1
Mai lbox-Quota: 1
Name: 1
POP-Address: 1
ProgDel-Account: 1
Program-Deliver-Info: 1
Raw-Password: 1
SMTP-Address: 1
SMTP-RewriteStyle: 1
Use-Login-PW: 1

Name  Password  SMTP-Address
Loca-Delivery  Forward-Delivery
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290

Access-Domains
IP
AutoReply-Info ASCII
AutoReply-Mode vacation reply echo
Directory-Access d | r
u
Finger-Access
IP
Finger-Info ASCII
Forward-Delivery RFC821 user@domain

Handler-Delivery

“ AutoReply-Handler”

Home-URL
URL

http ftp URL

Local-Delivery

Mailbox UNIX Program

Logon-1d ID

Post.Office NT
NT

Mailbox-Quota

KB

Name

ASCII

Password

POP-Address
POP3

ProgramDel-Account

NT

Program-Deliver-Info

ASCII
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Post.Office

Raw-Password
SMTP-Address RFC821 user@domain
SMTP E-mal
SMTP-RewriteStyle comment quoted
From none
UNIX-UserName UNIX
UNIX
Use-Logon-PW yes no NT
PW
SMTP-Address E-mail

Access-Domains:
AutoReply-Info:

AutoReply-Mode:
Directory-Access:
Finger-Access:
Finger-Info:
Forward-Delivery:
Handler-Delivery:

[software.com]

[Attending E-Mail World in Chicago,]
[returning June 17.]

[vacation]

[d1

[

1
[SMTP <mojo@someisp.net>]

L1

Home-URL: [http://home.software.com/~mojo]

Local-Delivery:
Logon-1d:

Mai lbox-Quota:

Name:

POP-Address:
ProgDel-Account:
Program-Deliver-Info:
Raw-Password:
SMTP-Address:

SMTP-RewriteStyle:
Use-Logon-PW:

[Mailbox]

[1

[1000]

[Max Johnson]

[mojo]

f
[be813fdc029ecOdcf2aeclbb4f7bc7b88605855F]
[max@software.com]
[maxj@software.com]

[max . johnson@software.com]
[mojo@software.com]
[comment]

[no]
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11.3.4 addacct —

addacct Post.OfFice

uibD -
11.3.3

addacct UID [-]

addacct John_Doe

John_Doe.acct

your_program | addacct John_Doe -

your_program addacct
John_Doe
11.3.5 changeacct —

changeacct

uib -

changeacct UID [-]

changeacct John_Doe

John_Doe.acct
John_Doe uiD

your_program | changeacct John_Doe -

your_program changeacct
John_Doe

292 © Software.com, Inc. 1994-1998



Post.Office

11.3.6 delacct —

delacct ulD

Post.Office

delacct UID
delacct address

delacct John_Doe

uib

delacct john.doe@software.com

11.3.7 getacct —

getacct uiD
UID.acct

getacct
Post.Office

getacct UID [-]

getacct John_Doe

John_Doe.acct

getacct John_Doe -
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11.3.8 getpopmbox — POP

getpopmbox
POP

getpopmbox UID

getpopmbox John_Doe

John_Doe POP

11.3.9 getuid — ID

getuid uiD

getuid address
getuid POPname
getuid realname

getuid john.doe@software.com

uib
getuid ""John Doe"

uiD

294

uib
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11.3.10 listacct —

listacct

Name

Password
Login-ID
SMTP-RewriteStyle
UNIX-UserName
Handler-Delivery
Channel-Delivery
Forward-Delivery
HTML-Info
AutoReply-Info
Finger-Access

listacct

listacct [-s "separator®] -i [item], [item],

Post.Office

listacct -i Account-ID, Name

listacct -i POP-Address John_Doe

uiD

John_Doe

uibD

Post.Office

Account-1D
NT-UsePassword
SMTP-Address
POP-Address
Local-Delivery
Account-Delivery
Manager-Delivery
Program-Deliver-Info
AutoReply-Mode
Access-Domains
Finger-Info

... [uID]

listacct -s ":" -1 Account-ID,POP-Address
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11.3.11 lockacct —

lockacct

lockacct UID

lockacct John_Doe

John_Doe uiD

11.3.12 reportusage — POP

reportusage

reportusage UID

reportusage John_Doe

John_Doe uiD

11.3.13 unlockacct —

unlockacct

unlockacct UID

unlockacct John_Doe

John_Doe uiD
POP

296

Post.Office

unlockacct Web
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Post.Office

11.4

1141

Post.Office

addlist Post.Office

addlistshort Post.Office

changelist
deletelist
getlist

listmlists ULID

listsubscribers

subscribe

unsubscribe

11.4.2

ULID
dist
11.4.3

UL | D——Post.Office
ULID -
ULID
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11.4.3

addlist Post.Office changelist
Post.Office
ULID .list
employees ULID

employees._list

Subscriber-List-Access: []
Finger-Access: []

Finger-Info: []
List-Address-Expansion-Style: []
List-Approved-Posters: []
List-Digest-Restriction: []
List-Digest-Schedule: []
List-Epilogue: []
List-Headers-To-Add: []
List-Headers-To-Remove: []
List-Local-Domains:
List-Local-Subscriber-Policy: []
List-Locked: []

List-Long-Info: []
List-Max-Kbytes-Per-Day: []
List-Max-Message-Kbytes: []
List-Max-Messages-Per-Day: []
List-Max-Subscribers: []
List-Moderate-Unsubscriptions: []
List-Moderation-Method: []
List-Name: []
List-Nonsubscriber-Posting-Policy: []
List-Other-Rewrites: []
List-Owners: []

List-Priority: []

List-Prologue: []
List-Remote-Subscriber-Policy: []
List-Remove-X-Headers: []
List-Request-Detection: []
List-Short-Info: []
List-Stats-Mode: []
List-Subscriber-Posting-Policy: []
List-Suppress-Duplicates: []
List-Suppress-Notifications: []
List-Unsubscribe-Info: []
List-Verify-Subscriptions: []
List-Verify-Unsubscriptions: []
List-Welcome-Info: []
ListMgr-SMTP-Address: []
ListOwner-SMTP-Address: []
SMTP-Address: []
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Post.Office

Finger-Access
IP

Finger-Info ASCII
List-Address-Expansion-Style none group

expand
List-Approved-Posters RFC821

user@domain
List-Digest-Restriction none digest-only

immediate-only

List-Digest-Schedule

daily weekly 1

Mailing List Data Form

List-Epilogue ASCII
List-Headers-To-Add RFC821

X-Post-Office:
List-Headers-To-Remove RFC821

X-Post-Office:
List-Local-Domains
List-L ocal-Subscriber-Policy open moderated

closed-notify -
closed
List-Locked yes no
List-Long-Info ASCII
List-Max-Kbytes-Per-Day KB
1

List-Max-Message-K bytes KB
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300

List-Max-M essages-Per-Day
1
List-Max-Subscribers
List-Moderate-Unsubscriptions yes no
List-Moderation-Method queue-no-mail
queue-notify
nogueue-fwd-nomime
Web
Web Web  E-mal E-mall
List-Name A Zaz 0 9
+ -
List-Nonsubscriber-Posting-Policy open moderated
closed-notify -
closed
List-Other-Rewrites
7
List-Owners RFC821
user@domain
List-Priority low normal
List-Prologue ASCII
List-Remote-Subscriber-Policy open moderated
closed-notify -
closed
List-Remove-X-Headers yes no
X-
List-Request-Detection yes no
List-Short-Info ASCII
List-Stats-Mode on off
List-Subscriber-Posting-Policy open moderated
closed-notify -
closed
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Post.Office

List-Suppress-Duplicates yes no
List-Suppress-Notifications FilterBounceNotice OverLimitNotification
List-Unsubscribe-Info ASCII
List-Verify-Subscriptions yes no
List-Verify-Unsubscriptions yes no
List-Welcome-Info ASCII
ListMgr-SMTP-Address RFC821 user@domain
ListOwner-SMTP-Address RFC821 user@domain
SMTP-Address RFC821 user@domain
Subscriber-List-Access

IP

E-mail
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Finger-Access: [software.com]
Finger-Info: [ROCK CLI1 MB1NG]

[Software.com]

[525 Anacapa St.]

[Santa Barbara, CA 93117]
List-Address-Expansion-Style: [none]
List-Digest-Restriction: [none]

List-Digest-Schedule: [daily 5 pm]
List-Epilogue: [<<<<<<<<<<LLLLLLLLLLLLLLLLLL<<]
[ROCK CLIMBING MAILING LIST <<<]
[<<<<<<<<<<<LLLLLLLLLLLLLLLLLL L]
[To unsubscribe from this mailing list, send a ]
[message with the word "unsubscribe”™ to the]
[following address:]
[rock.climbing-request@software.com]
List-Headers-To-Add: [Reply-To: rock.climbing@software.com]
List-Headers-To-Remove: []
List-Local-Subscriber-Policy: [moderated]
List-Long-Info: [We climb rocks.]
[Send you mailing list questions to:]
[owner-rock.climbing@software.com]
List-Max-Kbytes-Per-Day: [1000]
List-Max-Message-Kbytes: [100]
List-Max-Messages-Per-Day: [100]
List-Max-Subscribers: [200]
List-Moderate-Unsubscriptions: [no]
List-Moderation-Method: [queue-notify]
List-Name: [rock_climbing]
List-Nonsubscriber-Posting-Policy: [open]
List-Owners: [<joe.shmo@software.com>]
List-Priority: [3]
List-Prologue: [>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>
[ROCK CLIMBING MAILING LIST >>>]
[>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>]
List-Remote-Subscriber-Policy: [moderated]
List-Remove-X-Headers: [no]
List-Request-Detection: [yes]
List-Short-Info: [Strange persons who climb rocks]
List-Subscriber-Posting-Policy: [open]
List-Unsubscribe-Info: [You have now left the rock climbing mailing]
[list. To resubscribe, send a message ]
[containing the word *‘subscribe™ to the ]
[following address:]
List-Verify-Subscriptions: [no]
List-Verify-Unsubscriptions: [no]
List-Welcome-Info: [Welcome to the rock climbing mailing list. To]
[submit your interesting comments regarding rock]
[climbing, send email messages to the following]
[address:]
ListMgr-SMTP-Address: [<rock.climbing-request@software.com>]
ListOwner-SMTP-Address: [<owner-rock.climbing@software.com>]
Name: [rock_climbing]
SMTP-Address: [rock.climbing@software.com]
[rock.climbing@zurich.software.com]
Subscriber-List-Access: [subscribers]
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11.4.4 addlist —

addlist Post.Office

ULID -
1143

addlist ULID [-]

addlist employees

employees.list

your_program | addlist employees -

your_program addlist
employees

11.4.5 addlistshort —
addlistshort
7 -
ULID

Web

addlistshort

Lﬂ’. | ' addlist

addlistshort ULID owneraddress

addlistshort employees john.doe@software.com

employees ULID
jJjohn.doe@software.com E-mail

© Software.com, Inc. 1994-1998 303



11.4.6 changelist —

changelist

changelist ULID [-]

changelist employees

employees.list
employees ULID

your_program | changelist employees -

your_program
employees

11.4.7 deletelist —

deletelist ULID

Post.Office
deletelist ULID

deletelist employees

ULID
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changelist
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11.4.8 getlist—
getlist ULID

ULID.list
ULID -

getlist ULID [-]

getlist employees

employees._list

getlist employees -

11.4.9 listmlists— ULID

listmlists Post.Office

listmlists
Post.Office uiD

listmlists [-subscriberCount] [UID]

listmlists
Post.Office ULID

listmlists john_Doe

uiD John_Doe Post.Office
ULID

listmists -subscriberCount

Post.Office ULID
archery:23

anglers:13

surfing:4
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11.4.10 listsubscribers—

listsubscribers ULID

listsubscribers ULID

listsubscribers employees

employees

11.4.11 subscribe —

subscribe
-F -q
ULID
subscribe
-f
-q subscribe
Web E-mail
-q
-1
-i Tilename
digest immediate
subscribe [-f] [-q] ULID address [digest | immediate]
subscribe [-f] [-q] -1 filename ULID [digest | immediate]
subscribe [-f] [-g] -1 -ULID [digest | immediate]

subscribe employees susie.queue@software.com
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susie.queue@software.com employees

susie.queue@software.com

subscribe - employees john.doe@software.com

employees Jjohn.doe@software.com

subscribe -f -q -i - League digest

League

subscribe -f -1 roster.txt baseball_team immediate

roster.txt basebal l_team

11.4.12 unsubscribe—

unsubscribe
3 1 1
2 -i
1 3 2
- Filename
3 ULID -a
unsubscribe subscribe
-f
-q
unsubscribe
Web E-mail
-q
unsubscribe
-f

unsubscribe [-f] [-gq] -a]ULID address
unsubscribe [-f] [-q] -1 filename -a]ULID
unsubscribe [-f] [-q] -i -a]ULID
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-a ULID

unsubscribe -f -q -a bugs.meany@software.com.

bugs.meany @software.com Post.Office

unsubscribe -f -q -a -1

Post.Office
unsubscribe -f baseball_team -i cutlist.txt
baseball_team cutlist.txt
11.5 postmail NT
postmail SMTP “ ”
| sendmail mail
Windows NT
postmail
° .BAT
e Web CaGl

11.5.1 postmail

postmail

postmail [-t] -H mailhost [address] [-S] "subject” [< messagefile]

-t To:

mai lhost messagefile

5 RFC
postmail
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1 postmail

postmail
Post.Office  sparky.software.com

echo To: joey@software.com, tommy@software.com > tstmsg.txt
echo From: billy@software.com >> tstmsg.txt

echo Subject: Example 1 >> tstmsg.txt

echo """ >> tstmsg.txt

echo This is an example message for postmail >> tstmsg.txt
postmail -t -Hsparky.software.com < tstmsg.txt

11-1 -t postmail
5 postmail
13 5
4 -t
postmail To:
jJoey@software.com tommy@software .com

echo To: joey@software.com, tommy@software.com > tstmsg.txt
echo From: billy@software.com >> tstmsg.txt

echo Subject: Example 2 >> tstmsg.txt

echo This is an example message for postmail >> tstmsg.txt
postmail -Hsparky.software.com bobby@software.com < tstmsg.txt

11-2 postmail
To: joey tommy 2
bobby@software.com -t
Joey Tommy Bobby
Baobby
Joey Tommy

echo To: joey@software.com, tommy@software.com > tstmsg.txt

echo From: billy@software.com >> tstmsg.txt

echo Subject: Example 2 >> tstmsg.txt

echo This is an example message for postmail >> tstmsg.txt
postmail -t -Hsparky.software.com bobby@software.com < tstmsg.txt

11-3 -t postmail

joey tommy postmail

bobby
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C:¥>postmail -Hsparky.software.com -t
To: support@software.com

From: John.Doe@yourcompany.com
Subject: comment on postmail 1.0

I think postmail is dy-no-mite!

-jdoe

é:¥>

11-4 postmail

postmail
postmail
Return
postmail
To: From:
To: From: 1
RFC822
1
11.5.2
postmail
DLL
Windows NT 3.51 postmail DLL
NT 3.51
Microsoft  ftp
Software.com Web
http://www.software.com Service Pack
Awareness
perl
Windows NT perl EOF end-of-file
postmail EOF
Windows NT  perl UNIX perl
perl
postmail
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11.6 sendmail UNIX

|.| UNIX Post.Office UNIX sendmail
sendmail
UNIX UNIX sendmail Post.Office
Post.Office
sendmail SMTP sendmail
Post.Office
\——' UNIX “ sendmail Post.Office
“Post.Office sendmail ” “ sendmail”
Post.Office sendmail sendmail
sendmail
sendmail sendmail
sendmail
/usr/lib/sendmail -t < /tmp/message
cat filel | /usr/lib/sendmail -oem recipl,recip2
11.6.4
11.6.1 sendmail Post.Office
sendmail UNIX
sendmail
sendmail
/usr/lib/sendmail -bd -g30m
Post.Office sendmail
Post.Office Post.Office
Post.Office sendmail
-g30m
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11.6.2

“‘mailg”
Post.Office sendmail
Post.Office
E-mail
8
11.6.3
sendmail Post.Office
11.6.4
11.6.4
Post.Office sendmail
-0
sendmail
sendmail
sendmail
sendmail
sendmail
newaliases
mailq
smtpd Post.Office
bsmtp SMTP
-b -l
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sendmail
V8 sendmail getopt(3) \2:]
sendmail IDA sendmail sendmail
_B 7
-b
-bd Post.Office
-bm
_bp
-ba Arpanet
-bb SMTP
-bi
-bs SMTP
-bt
-bz
-C
-C
-d
_e ley
-F sendmail root daemon
uucp smtp mail sendmail
-f E-mail -F
-h Received:
-1 newaliases
-i sendmail
EOF end-of-file
-M ID
-m
-n
-0
-p

© Software.com, Inc. 1994-1998 313



-q sendmail -bd -g30m
V8 sendmail -gQR -gS -ql
-R -S -M

sendmail -Rabc
abc
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sendmail

Post.Office sendmail sendmail.cf
sendmail

sendmail
sendmail V8 sendmail

sendmail Post.Office

sendmail Post.Office
Post.Office
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A

A: Post.Office

A Post.Office
Post.Office
2 Post.Office
Post.Office
. Post.Office 4
A-1 )
Post.Office
. MTA
e Post.Office
. Post.Office
. Eudora Post.Office POP3
Post.Office
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A-1 Post.Office

Post.0ffice
Post.Office
jx
y
MTA
MTA =
MTA [
A
—
A-1 Post.Office
Post.Office
E-mail
55
E-mail
25 E-mail MTA
MTA
A-1 Post.Office
% E-mail

318
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A: Post.Office

Post.Office
1
Post.Office MTA
MTA Post.Office

MTA
MTA
. SMTP

MTA SMTP

SMTP Simple Mail Transfer Protocol:

[ )
e POP

POP3
. MTA
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Post.Office MTA A-2
Post.Office
SMTP jt Post.Office MTA
25
SMTP
?
y
POP
POP
110 ii
y
Post.Office
A-2  Post.Office MTA
A.3.1 SMTP
Post.Office  SMTP
Post.Office
% SMTP 1
Post.Office
% 4 Post.Office
MTA

320
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A: Post.Office

SMTP
SMTP SMTP Simple Mail Transfer Protocol:
Post.Office
SMTP SMTP
SMTP )
SMTP
— SMTP
y SUTP ‘ R
SMTP
¢ >
< SMTP | |
A-3  SMTP

SMTP SMTP-Accept Post.Office

25

> SMTP

Post.Office
rfl | SMTP SMTP
SMTP SMTP-Router
MTA
SMTP
SMTP SMTP-Ddliver SMTP
MTA SMTP
MTA
MTA MTA
1
57
Post.Office
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A.3.2

SMTP

SMTP
SMTP
MTA Post.Office
SMTP
SMTP Post.Office
A.3.2
Post.Office Post.Office E-mail
58
E-mail
POP3 UNIX
Post.Office
5
POP3
POP3
POP3
POP3
Post.Office
POP3
Post.Office E-mail
59
IMAP Internet Message Access Protocol UNIX
IMAP POP3
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58

59
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UNIX

|.| UNIX UNIX UNIX POP3
UNIX UNIX
UNIX| unix

UNIX Post.Office
Post.Office
UNIX Post.Office
Post.Office  E-mail UNIX
Post.Office
6
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3 A-4
Y
M A
POP3 POP < POP3 g <
N~
Yy
\J UNIX
UNIX < UNIX < <
N
A-4 —POP3 UNIX
A.3.3 MTA
Post.Office
E-mail Post.Office
8
E-mail
A-2
Post.Office
E-mail

324
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A: Post.Office

E-mail E-mail

Web

E-mail

Post.Office
Post.Office  MTA MTA
3
e Vacation
1 2
e Reply
e Echo

© Software.com, Inc. 1994-1998 325



A.4

1
1 1
Post.Office
A.5 Post.Office
Post.Office Post.Office
Web E-mail
Post.Office
3
E-mail E-mail
Post.Office

Web
WWWwW
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Ab5.1
Web
E-mail
E-mail
Ab.2
Web
A.5.3
E-mail
subscribe
E-mail
E-mail
A.5.4 WWW
WWW
3
3
E-mail Web
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Post.Office
Web
E-mail
E-mail
E-mail
WwWwW
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A.6 POP

Post.Office  POP POP

Post.Office MTA

POP POP3 POP

POP POP

POP

POP
Post.Office

Post.Office
Post.Office
E-mail
Post.Office MTA
1
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A: Post.Office

Post.Office
Eudora
Post.Office Post.Office
NT
Post.Office
Post.Office
. - 79
. - 106
e POP3 - 110
e SMTP - 25
o WWW -
Web /
Post.Office
4
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A.10

A-5 Post.Office

Post.Office
Www

— MTA

— SMTP

SwTP
’ SMTP ‘
’ SMTP ‘
’ SMTP ‘
POP <r---||iiiiiiiii|ii|}<ﬁ-—-—
UNIX UNIX

A-5 Post.Office
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B Post.Office
Post.Office
TCP/IP
Post.Office Post.Office
“RFC” Request for Comments IETF Internet

Engineering Task Force

RFC 821  J Postel Smple Mail Transfer Protocol 1982 8

RFC 822 D. Crocker Sandard for the Format of ARPA Internet Text Messages 1982
8

RFC 974  C. Partridge Mail Routing and the Domain Name System 1986 1

RFC 1123 R. Braden Requirements for Internet Hosts - Application and Support 1989
10

RFC 1521 N. Borenstein N. Freed MIME (Multipurpose Internet Mail Extensions) Part
One: Mechanisms for Specifying and Describing the Format of Internet
Message Bodies 1993 9

RFC 1651 J. Klensin N. Freed M. Rose E. Stefferud D. Crocker SMTP Service
Extensions 1994 7

RFC 1653 J. Klensin N. Freed K. Moore SMTP Service Extension for Message Sze
Declaration 1994 7
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RFC 1725 J Myers M. Rose Post Office Protocol - Version3 1994 11

RFC 1288 D. Zimmerman The Finger User Information Protocol 1991 12
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C:

E-mail
Post.Office

The Whole Internet User’s Guide and Catalog
Krol, Ed. Sebastopol, CA: O’ Reilly & Associates, Inc., 1992.
ISBN: 1-56592-025-2

The Internet System Handbook

Lynch, Daniel C. and Marshall T. Rose. Reading, Massachusetts: Addison-Wesley
Publishing Company, 1993.

ISBN: 0-201-56741-5

The Smple Book
Rose, Marshall T. Englewood Cliffs, New Jersey: P T R Prentice Hall, 1994.
ISBN: 0-13-177254-6

DNS

DNSand BIND
Albitz, Paul and Cricket Liu. Sebastopol, CA: O'Reilly & Associates, Inc., 1992.
ISBN: 0-56592-010-4
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/ TCP/IP

TCP/1P Network Administration
Hunt, Craig. Sebastopol, CA: O'Rellly & Associates, Inc., 1992.
ISBN: 0-937175-82-X

The Internet Message
Rose, Marshall

A Directory of Electronic Mail Addressing and Networks
Frey, Donnalyn & Rick Adams. Sebastopol, CA: O'Reilly & Associates, Inc., 1993.
ISBN: 1-56592-031-7

sendmail

sendmail

Costales, Bryan with Eric Allman and Neil Rickert. Sebastopol, CA: O'Reilly & Associates,
Inc., 1993.

ISBN: 1-56592-056-2

UNIX

Essential System Administration
Frisch, AEleen. Sebastopol, CA: O'Reilly & Associates, Inc., 1992.
ISBN: 0-937175-80-3

Firewalls and Internet Security Repelling the Wily Hacker

Cheswick, William R. and Steven M. Bellovin. Reading, Massachusetts: Addison-Wesley
Publishing Company, 1994.

ISBN: 0-201-63357-4
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